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Research on Online Malicious User Identification Based on Graph Neural Network

ZHOU Xinyuan, CAO Ran, DING Peijin, LIU Yuan, YANG Kai
(College of Information Engineering , Yangzhou University, Yangzhou 225127, China)

Abstract: In today’s digital era, the issue of cybersecurity is becoming increasingly severe. Malicious users conduct attacks and fraudulent ac-
tivities through the Internet and social networks, posing threats to personal privacy, corporate security, and social order. Traditional security
methods have limited effectiveness in dealing with complex network structures and malicious behaviors. Therefore, using graph neural net-
works to identify malicious users has become a focus of attention. This paper explores the application of classic GNN models (such as GCN,
GAT, and GraphSAGE) in identifying malicious users, as well as methods for adding differential privacy to protect data. We conduct experi-
ments on two real datasets, the experimental results demonstrate that graph neural network models outperform traditional methods. This paper
provides new insights into improving the identification of malicious users, which contributes to enhancing network security and user privacy
protection levels.
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Fig.1 GNNs-based malicious user detection model
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Fig. 2 Experimental results of malicious user prediction on the Amazon dataset
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Fig. 3 Experimental results of malicious user prediction on the Yelp dataset
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Table 2 Amazon dataset experiment results
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Table 3 Yelp dataset experiment results
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